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9. General Manager (IT)

a) Planning
9. Develop strategic plans and setting
timelines for evaluation, development,
and deployment of all technical,
infrastructure, cloud, web, and mobile
services.

Q. Budget finalization for IT Cell
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b) Management
9. Oversee and manage all processes

relating to Field Technical
delivery/support and all cloud and
infrastructure service management.

Q. Ensure alignment between MIDC
Vision/Strategy and product / Service
offerings

3. Develop Total Cost of Ownership
(TCO), Return on Investment (ROI) ang
Value Models to help MIDC understan
the cost/benefit equation associated
with products/services and big data
collected.

8. Collaborate with cross functionally, as
an advisor of all technologies involved
with MIDC

Y. Monitor business technical services,
infrastructure and delivery performanc
profiling tools and procedures

&. Monitor service and platform analytics
(including cloud services and web
analytics) and make marketing and
technical recommendations that align
to business goals

9. Mentor and develop team members

Q. Technology & Innovation Officer:

9. Oversee operations and resources to
enhance IT Departmentes
understanding, and requirements
related to technology.

Q. Collaborate with the employees of IT
department and instruct Cell personng
for staff trainings related to the
implementation of changes in the
systems.

3. Implementation of Emerging
Technologies and Innovative solutions
relevant for MIDC.

8. Direct the day-to-day operations and
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work processes of the IT Department,
including network and infrastructure,
telecommunications, applications, hel
desk and desktop support, data
infrastructure, project management ar

related areas.

3. Procurement Officer:

9.

Develop IT procurement strategies an
policies and refine on a periodic basis,
as per best practices

Work with internal stakeholders to
determine procurement needs, and
define quality and delivery requirement
and SLAs

Drafting and periodic review of -Make
or Purchase policy° and -Lease or
purchase policye to keep them relevan
at all times

Selection of appropriate suppliers and
contractors, to promote good
procurement practice with due regard
to sustainability, ethical purchasing
standards and costing

Drafting and signing off contracts and
service level agreements with vendors
to objectively evaluate their delivery an
quality performance and report it on a
regular basis.

Monitor, evaluate and improve supplie
performance on a continuous basis
Define key performance indicators ang
measurement metrics for assessing
supplier performance

Plan appropriate risk & rewards
mechanism for vendors to mitigate
issues

Create and manage procurement
budget and monitor expenses against

approved budgets

TS . 99




9o0.

99.

R.

q3.

9%.

Order Management

9.

qo.
q9.
Q.

Keep a tab on price movements and
drivers, review pricing and drive
negotiations wherever possible
Evaluate ways to reduce pricing and
procurement cost

Set and plan how to achieve supplier
accreditation and service level
management

Arrange role-based training for the
team members to effectively manage
supplier base and achieve best
practices

Evaluate effectiveness of training &
awareness program and continuously

upgrade it

Responsible for order placement
timing, supply / demand alignment,
material replenishment and supplier
performance

Receive, inspect and distribute orders
Initiate and keep track of orders and
respond to required stakeholders as
required

Reconcile or resolve order
discrepancies with suppliers

Bar code assets and update asset
register

Annual asset stock take

Discuss, finalize and negotiate payme
terms, review on a periodic basis for
optimization and management
Accounts to be submitted for payment
to vendors on time

Negotiate contract terms of agreemen
and pricing

Track orders and ensure timely deliver]
Review quality of purchased products
Enter order details (e.g. vendors,

quantities, prices) into internal
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.

q3.

9%.

y.

9&.

IT Operations Manager

9.

databases

Maintain updated records of purchase
products, delivery information and
invoices

Prepare reports on purchases,
including cost analyses

Monitor stock levels and place orders
as needed

Any responsibilities as assigned by GN

(IT) from time to time

Provides leadership and supervision tq
the members of the IT Service Desk
team, ensuring that appropriate skilleg
resources are in place to meet require
service levels.

Provides technical support and
guidance to Service Desk staff.

Direct involvement in incidents or
problems (irrespective of priority) that
cause service impact and acts as
escalation point for incidents not being
resolved in a timely manner.
Provides ITIL Service disciplines,
covering Incident, Problem and Chang
Management.

Hands on experience in Cloud
Management platforms.

Provides Firewall security support and
administration.

Works with GM (IT) to establish
standards and best practices for
managing internal infrastructure,
including network, access rights,
desktops, servers, internal application
Develops IT policies and practices
Implement policies/standards to
improve the quality and efficiency of

support services based on ITIL
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9o0.

99.

R.

q3.

9%.

y.

9&.

0.

qc.

methodology.
Works closely with the IT Service Desk
and other Specialist to ensure a timely
robust and comprehensive service
transition process.
Works with the Service Desk team to
set SLA criteria for the availability and
performance of the IT infrastructure.
Responsible for overall system and
infrastructure availability and develop 4
resilient infrastructure to reduce
failures.
Responsible for day-to-day system
administration, including management
of internal network, VPN, LDAP and
system backups.
a. Be responsible for device an
identity management
b. Oversee data backup and
system security operations
(e.g. user authorization,
firewalls)
Responsible for management of the
rollout and support of desktop deviceq
including laptops and printers, and
productivity tools such as Email and
Office suite software
Ensures that systems, processes and
methodologies are maintained, followq
to ensure effective monitoring, control
and support of service delivery.
Ensures delivery of individual and tean
projects allocated within aggressive
delivery times.
Monitors and evaluates the efficiency
and effectiveness of infrastructure
service delivery methods and
procedures.
Monitors business critical processes

and systems.
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"]

0.

Q9.

R

3.

Q0.

2.

&.

Q0.

.

R.

. Installs, configures and supports new
and existing servers and network
infrastructure.

Plan and implement upgrades needed
to maintain service levels.

Develop and lead the replacement of
infrastructure at end of life.

Conducts testing and analysis of all
components of network and server
infrastructure components.

Maintains server uptime consistent wif]
business goals and metrics.

Maintains and constantly improves
server and network performance,
reliability and security in line with BS
YRR / I1ISO Y009 and best practice.
Execution of DR tests as planned and
agreed in coordination with the CISO.
Maintains a schedule of formal service
reviews with key stakeholders and
management of the key 3rd party
providers who provide the IT
operational service.

Manages the performance objectives
and professional development of the
Service Desk team including the
initiation, monitoring, review and
validation of individual training and
development plans in line with
organizational and business
requirements

Provides leadership in development of
operational and management
dashboards for various applications
and infrastructure

Manages contracts with vendors (e.g.
development platforms,
telecommunication companies,
password managers) and software

licenses
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4.

30.

39.

Information Security Officer

Strategic Planning

9.

qo.

Policy Planning

9.

Control costs and budgets regarding |
systems

Any responsibilities as assigned by the
GM (IT) from time to time

Seek top management support and
direction for implementing information
security measures in the organization.
Identify information security goals and
objectives consistent with organizatior
business need/objectives

Define the scope and boundaries of th
information security program.
Understand legal and regulatory
requirement.

Define information security
implementation strategies.

Estimate budget and resources
required.

Plan and establish organization-wide
Information security Management
System (ISMS) in accordance with
ISO/IEC 9009 Standard, directions
and advice of NCIIPC and other
relevant security standards.

Define risk management framework.
Define information security
measurement metrics and other key
performance indicators.

Get approval for information security
plan, budget and resources from top

management.

Identify and define information security
polices, standards, procedures,
guidelines, and processes

Define formal process for creating,

documenting, reviewing, updating, an
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Information Security Management
9.

implementing security policies.

Define policy for classification of
information and information assets.
Lead and coordinate development of
organization specific information
security policies, procedures, guidelin
and processes in consultation with
various stake holders including NCIIP(
Cert-in, DIT, MeitY etc

Get approval of information security
policies, procedures, guidelines and

processes.

Assist in developing, maintaining,
reviewing and improving strategic
organization wide information security
and risk management plan.
Disseminate information security
policies, procedures and guideline to 4
concerned.

Enforce implementation of approved
information security policies,
procedures, guideline and ISMS etc.
Integrate information security
procedures with organization's
business processes.

Ensure that information security
considerations are integrated with IT
system planning, development /
acquisition life cycle.

Periodically evaluate and review
effectiveness of information security
policies, procedures, standards,
guideline and processes, ISMS etc.
Issue alerts and advisories with resped
to new vulnerabilities/threats to all
concerned.

Perform risk assessment steps like:
a. ldentify and make inventory of assef

within the scope of information securit
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qo.

99.

R.

q3.

9%.

y.

9&.

0.

plan;

b. Identify and document threats to
those assets;

c. Perform vulnerability analysis;

d. Perform impact analysis;

e. Evaluate level of risk;

f. Determine acceptability or treatment
of risk based on risk acceptance
criteria.

Perform risk treatment like:

a. ldentify appropriate controls for
treatment of risk;

b. Take approval from senior
management for implementation
identified security controls;

c. Oversee implementation of
information security controls;

d. Evaluate residual risk;

e. Take approval from senior
management for residual risk.

Implement automated and continuous
monitoring of security incidents.
Maintain a record of information
security incidents and breaches.

Take remedial action to reduce /
diminish the impact of information
security incidents and breaches.
Share management approval report or
information security and breaches with
NCIIPC

Ensure compliance with legal and
regulatory requirements for informatio
security.

Raise information security awareness
among management, employees,
contractors and other stake holders.
Arrange role-based training on
information security to the workforce.
Evaluate effectiveness of training &

awareness program and continuously
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9c.

aR.

R0.

Q9.

Other responsibilities may include:

9.

Information Security Auditing

9.

upgrade it.

Coordinate and lead in implementation
of -Business Continuity Plan (BCP)- fo
all projects.

Periodically conduct mock drill to
evaluate effectiveness of business
continuity plan.

Define and implement change
management plan for both the change|
in information systems and the changq
in ISMS itself.

Ensure compliance of information

security by contractors/suppliers etc.

Ensure that before issuing NOC (No
Objection Certificate) to the employee
who has resigned or has been
terminated or is leaving organization, &
equipment have been taken back and
all his accounts either have been
deleted or their passwords have been
changed.

Maintain an information and
communication technology (ICT) as se
register containing details of asset, its
owner and its security classification.
Ensure that all storage media, when n
longer required, are disposed securely
and safely as per laid down procedure
Ensure safety and security of portable
National Critical Information
Infrastructure Protection Centre.
computing devices/storage media
when they are taken outside of the
organization.

Ensure all information systems with
organization are adequately patched

and updated.

Periodically evaluate and review
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effectiveness of Information Security
Management System.

Evaluate compliance with respect to
legal and regulatory requirement for
information security.

Evaluate compliance with respect to
organization specific information
security policies, procedures,
standards, guidelines and directives &
advice of Cert-IN.

Perform information security audit at
least annually or whenever significant
changes have been made in IT
systems/ Infrastructure.

Prepare information security audit
report along with recommendations fo
improving information security.

Obtain senior management approval g
information security audit report.
Send/Maintain a copy of management
approved audit report periodically.
Any responsibilities as assigned by the
GM (IT) from time to time

&. Project Manager

9.

Develop detailed project

plans, ensuring resource availability ar
allocation and delivering every project
on time within budget and scope.
Coordinate internal resources and thir
parties/vendors for the flawless
execution of projects

Ensure that all projects are

delivered on-time, within scope and
within budget

Develop project scopes and objectivey
involving all relevant stakeholders and
ensuring technical feasibility

Ensure resource availability and
allocation

Use appropriate verification technique
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to manage changes in project scope,
schedule and costs

9. Measure project performance using
appropriate systems, tools and
techniques

¢. Report and escalate to management g
needed

Q. Manage the relationship with the client
and all stakeholders

9o. Perform risk management
to minimize project risks

99. Establish and maintain relationships
with third parties/vendors

9. Create and maintain comprehensive

project documentation

Other responsibilities may include:
9. Any responsibilities as assigned by thg
GM (IT) from time to time

9. Analytics Officer

9. Understand requirements of the
specific Cells of the organisation

R. Develop strategies for effective data
analysis and reporting

3. Select, configure and implement
analytics solutions

¥. Leading and developing a team of dat
analysts

4. Understand business needs and
objectives

&. Develop strategies for effective data
analysis and reporting

9. Define metrics and relevant data
sources

¢. Select, configure and implement
analytics solutions

R. Lead and develop a team of data
analysts

90. Oversee all analytics operations to

correct discrepancies and ensure

U . 9




quality

99. Extract reports from multiple sources
(e.g. operations, IT, customer
feedback)

9. Build systems to transform raw data
into actionable business insights

93. Apply industry knowledge to interpret

data and improve performance

Other responsibilities may include:
9%. Any responsibilities as assigned by thg
GM (IT) from time to time
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